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WHAT CHANGES WITH THE NEW CHINESE PRIVACY LAW

Intro:  On Nov .  1 ,  2021 the  China’s  Personal  Information Protect ion Law (PIPL)  i s  in to  e f fec t ,
a imed to  “protect  the  r ights  and in terests  o f  ind iv idua ls , ”  “ regu la te  persona l  in format ion
process ing  ac t i v i t ies , ”  and “ fac i l i ta te  reasonab le  use  o f  persona l  in format ion”  (Ar t i c le  1 ) .

Wi th  i t s  entry  in to  force ,  the  broader  cyber  and data  secur i t y  governance  in  Ch ina  i s  regu la ted  by
three  p ieces  o f  leg is la t ion :  the PIPL ,  the Cybersecurity  Law ,  and  the Data Security  Law .
Implement ing  regu la t ions  have  been adopted and some have  yet  to  be  adopted ,  mak ing  i t  complex
to  comply  w i th  th is  f ramework  w i thout  proper  lega l  and cybersecur i t y  gu idance .

On a  comparat i ve  perspect i ve ,  the  P IPL  a l igns  w i th  the  s t r i c tes t  in ternat iona l  pr i vacy  benchmarks
of  the  European Union ’s  Genera l  Data  Protect ion  Regu la t ion  (EU GDPR )  in  la rge  par t ,  but  i t  d i f fers
f rom the  EU f ramework  to  a  re levant  extent .  For  ins tance ,  the  P IPL  inc ludes  cer ta in  substant i ve
ob l igat ions  that  d i f fer  f rom the  EU GDPR but  there  are  a lso  ob l igat ions  found in  the  EU GDPR that
are  not  inc luded in  the  P IPL .

IMPACT OF THE P IPL  ON COMPANIES  AND ENTIT IES :

Data subjects  are  g iven more r ights  over  the use of  their  data :  They  can  request  to  ed i t ,
remove ,  res t r i c t  the  use  o f  the i r  data ,  or  w i thdraw consent  g i ven  prev ious ly .
There  are  More  str ingent  requirements  on data sharing and cross-border  data transfers ,
demanding  companies  and any  th i rd  par ty  jo in t  data  contro l lers  may  to  conduct  data  re la ted
impact  assessments .
Penalt ies  and f ines  for  data  breaches  and v io la t ions  o f  the  law can  amount  to  up  to  50  mi l l ion
RMB,  revenue conf i scat ion  up to  5% annua l  revenue ,  bus iness  cessat ion ,  and ind iv idua l
respons ib i l i t y  o f  managers .
Mandatory cybersecurity  controls  must  be  app l ied  when s tor ing  and process ing  persona l
in format ion ,  and t ra in ing  has  to  be  prov ided to  respons ib le  personne l  who hand les  such
persona l  in format ion .  
obl igatory data local izat ion  when the  amount  o f  persona l  in format ion  exceeds  the  thresho ld
set  by  the  Cybersecur i t y  Admin is t ra t ion  o f  Ch ina  (CAC) .



New Legal Framework of Data Protection in China

The "Three Pillars" of Cyberspace

Administration and DataProtection

Mult i -Leve l  Protect ion  Scheme ( “MLPS”)
Network  Cr i t ica l  Dev ice  and  Ded icated
Products  Test ing  and  Cer t i f icat ion
Cr i t ica l  In format ion  In f rast ructure  ( “C I I ” )
Secur i ty  Protect ion
Cybersecur i ty  Rev iew
Cybersecur i ty  Moni tor ing ,  Ear ly  Warn ing  and
Informat ion  Not i f icat ion  

The  Cybersecur i ty  Law
ef fect ive  as  of  June  1 ,  2017

Determinat ion  of  Persona l  In format ion  ( “P I ” )
Bas ic  Pr inc ip les  on  P I  p rocess ing
Rights  of  P I  Sub jects  
Ru les  on  Data  Loca l izat ion  and  Cross -border
Transfer
P I  Processor  Ob l igat ions  .

The  Persona l  In format ion
Protect ion  Law
ef fect ive  as  of  November  1 ,  2021

Appl icab le  scope :  Data  process ing
act iv i t ies  w i th in  the  te r r i to ry  of  the
People ’s  repub l ic  o f  Ch ina
Data  Secur i ty  S tandard izat ion  System
Data  Secur i ty  Test ing  and  Eva luat ion ,
Cer t i f icat ion  Admin is t ra t ion
Class i f ied  and  Graded  Data  Protect ion
Scheme
Impor tant  Data  Cata log
Data  Secur i ty  Ear ly  Warn ing  and
Inc ident  Response  Scheme 
Nat iona l  Secur i ty  Rev iew
Data  Transact ion  and  On l ine -data
Process ing  Act iv i t ies
Cross -border  Data  Transfer  Superv is ion  

The  Data  Secur i ty  Law
ef fect ive  as  of  Sept .  1 ,  2021

Main novelties of the PIPL

For  the  purpose  of
prov id ing  products  or
serv ices  to  natura l
persons  wi th in  Ch ina
Ana lyze  and  assess
the  conduct  o f
natura l  persons
wi th in  Ch ina

Extra-
ter r i tor ia l i ty

9  Pr inc ip les
Lawfu lness ,  lega l i t y ,  necess i ty ,
s incer i ty ,  purpose  l imi ta t ion ,
data  min imizat ion ,
t ransparency ,  accuracy ,  and
accountab i l i t y

Expand the  lega l  bases
(consent ,  per formance
of  cont ract ,  s ta tu tory
dut ies ,  v i ta l  in te rest ,
pub l ic  in te rest ,  and  lega l
requ i rements)
In t roduces  “Consent ”  but
a lso  “Separate  consent ”

6 Legal  Bases

Know and  dec ide
Rest r ic t  o r  re fuse
Access  and  copy
Obta in  and  reuse
Cor rect  and
de le te

Ind iv idua ls ’
R ights

CNY 50M or  5% of
annua l  revenue
Pr ivate  r ight  o f  act ion
Persona l  l iab i l i t y  o f
managers

Liab i l i t ies

Loca l izat ion  ob l igat ion  (C I IOs ,
p rocessors  who exceed  the
thresho ld)
Outbound P I  T ransfer
rest r ic t ions  and  requ i rements
inc lud ing  impact  assessments

Cross-border  P I  Data
Transfer  Regime &
Local izat ion
Requi rement

Contact  Pr ivacyRules  for  lega l  and technica l  gu idance and ass is tance  on the  P IPL :
www.pr ivacyru les .com -  in fo@pr ivacyru les .com -  +1  513 8132145
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